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Background

Cryptography → Encrypting and Decrypting

Used in Smart Card, Wi-Fi, …

Widely used algorithm :  Advanced Encryption Standard (AES)[1]

To perform a Brute-force Attack on AES -128:

● 10 computers

● 8 billion people

● 1 billion combinations / second

● 50% possibilities

67,000,000,000 years
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Introduction
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Side-Channel Attack (SCA)  is a type of attack that exploits 

information that is leaked from a Cryptographic Systems.

Data leaking channels:

● Power Consumption (CPA[2], RPA[3]) 

● Timing Information

● Electromagnetic Leaks
RPA : Remote Power AnalysisCPA : Correlation Power Analysis

Smart Devices → IoT devices → Lightweight Ciphers



Introduction (continued…)

Resource constraints and High reachability of IoT 

→ Challenge when minimizing Side-Channel Attacks

→ IoT devices have become easy targets

Purpose of the Research

To check whether the selected Lightweight 

Ciphers are vulnerable, and if so how does 

the leakage compare to AES

Problem Statement

No concrete studies have been conducted 

before, about the vulnerabilities of 

lightweight ciphers against RPA attacks.
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Find out vulnerabilities of Lightweight Ciphers; PRESENT[4], Simon[5], Speck[5], on Remote 
Power Analysis (RPA) Attacks

Compare the data leakage of those Lightweight Ciphers against AES 

Expected Outcomes

Impact

To introduce Countermeasures or to improve the algorithms of these ciphers, which are 

running on IoT / Smart devices to be secure against RPA attacks.
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Summary of Literature
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Power Analysis Attacks

Revealing secret information using power dissipation.

CMOS gates → building blocks of ICs. Power dissipation →CMOS gate inputs

Hamming Distance (HD)[2]: 1001 0001 → 1110 0001 : 3 (# of bit flips) 

Assumption : Hamming distance correlates to power dissipation.

Hamming Weight (HW)[6]: 1001 0101  : 4  (# of ones)

HW : Special case of hamming distance(initial state all ‘0’s → Hamming 

Distance = Hamming Weight).

HW,HD : Hypothetical power
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Correlation Power Analysis (CPA)[2] Attacks

Consider one sub byte of the plain-text of AES & guessed key as 0x00.

Plaintext
(P)

Guessed 
Key(K)

P xor K S(P xor K) Binary Hamming 
weight

Actual Power 
Consumption
(μW)

3F 00 3F 75 01110101 5 50

6E 00 6E 9F 10011111 6 34

07 00 07 C5 11000101 4 32

… … … … … … …

B3 00 B3 6D 01101101 5 25

X Y

HW

P(μW)

Needs : Cryptographic device, Oscilloscope, PC

HW

P(μW)

Find the pearson correlation for all 256 keys. 

Choose the key with the maximum correlation coefficient(most 
correlated with the power and the hypothetical power).

Pearson Correlation Coefficient
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https://en.wikipedia.org/wiki/Pearson_correlation_coefficient


Remote Power Analysis (RPA)[3] Attacks

On chip Sensors : Physical parameter → An electrical signal

RPA, Oscilloscope → On chip sensor

Can be used in devices like FPGAs (Field Programmable Gate 

Arrays) to measure the power consumption.

Example for on chip sensors :

1. TDC (Time to Digital Converter) Sensor[7]

2. RO (Ring Oscillator) Sensor[8]

3. VITI (Voltage Induced Time Interval) Sensor[9]

4. PPWM (Power to Pulse Width Modulation) Sensor[10]
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Sensor Types TDC sensor[7] RO sensor[8]

Schematic 
Diagram

Functionality Timing variances caused by power supply 
fluctuations → digital data

By measuring oscillation frequency of 
its Ring Oscillator (RO)

Sensitivity Higher Lower

Range Smaller Larger
Transient 
voltage drops Better at detecting Worse at detecting

TDC Sensor And RO Sensor
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Cipher Used Platform Used Method

AES Arduino Uno, Xilinx Spartan-6 CPA[11], DPA[11], RPA[3]

PRESENT Arduino Uno CPA : Hamming Weight model[12]

Simon  8-bit AVR processor CPA[13]

Speck  8-bit AVR processor CPA[13]
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Previous work

Previous experiments done against some Lightweight Ciphers 



Proposed Methodology

12

Data Capturing 
Workflow

Executing 
Attack

Evaluating 
Results



Methodology

Run on:  Altera DE2  Cyclone IV

→ Known plaintexts

→ Same Key

Data 

capturing 

workflow
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Simon/Speck/PRESENT TDC/RO

Hardware implementation of PRESENT, Simon and Speck : Verilog

An On-chip sensor developed inside FPGA: TDC, RO

→ Captures waveform for each encryption

Transmit data serially (Ciphertext, Plaintext, Key & Trace) 



Methodology

Executing 

Attack

PRESENT cipher

S-box operation[12]

Simon cipher

Bitwise AND operation[13]

Speck cipher

Modular Subtraction[13]

CPA attack with Hamming Distance model
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Methodology

Two popular Metrics:

→ Guessing Entropy[14]: How many guesses required to guess the correct key 

→ Success Rate[14]: The percentage of successful attacks against a target system

Success Rate can be used,

→ Execute attack n times using same data

→ Count successful guesses

Success Rate =  (Number of Successful Attacks / Total Number of Attacks) * 100

Evaluating 

Results
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Current work done
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https://docs.google.com/file/d/1kIW4AK56OYZqj1FJzMaTcjL2MtublRtN/preview


Current work done
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Observed Power Traces using C#Revealing Secret Key using Cuda



Workplan

SEM 7 | W 6

Attacking AES with the 
Hardware Setup

SEM 8 | W 9

Attacking other 
Lightweight Ciphers

SEM 8 | W 14

Finalizing Research 
Paper

SEM 7 | W 3

Literature
Review

SEM 7 | W 7

Project 
Proposal

SEM 8 | W 12

Assessing the 
Outcomes
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Semester 7 :   7 weeks

Semester 8 : 14 weeks



Thank You!
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