Manual SEB Configuration Guideline

° Download SEB version 3.2 for Windows or version 2.3 for macOS from
https://safeexambrowser.org/download en.html and Install on two separate
devices.

(Please make sure you are downloading the exact same version depending on your
0S.)

o Login to OAS, go to the relevant course page,
Turn editing on > Add an activity and Select Quiz.

° Name the quiz with your course code and title.
Eg: CO222 - Programming Methodology

) Set the exam timing as per the schedule given by AR.
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Figure 1: Set up exam timing on the quiz

) Set the other quiz settings as per the assessment guidelines given by AR and
add the Questions.

o To configure SEB,
Expand Safe Exam Browser in quiz settings.


https://safeexambrowser.org/download_en.html
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Figure 2: Expand Safe Exam Browser in quiz settings

o From the drop-down menu,
select Yes - Upload my own config.
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Figure 3: Select Yes - Upload my own config

° Upload the MasterConfiguration.seb file

° Select “No” for show Safe Exam Browser download button


https://drive.google.com/drive/folders/1HcllzaW23fKFfLsxbZg9nM2sPrFsNWNT?usp=sharing
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Figure 4: Upload the MasterConfiguration.seb File

° Save the quiz.

Now we need to set up the browser keys for the quiz to make sure candidates are using
the same exam configs

. View the quiz and Download the configuration file.
(This downloaded file will be referred to as the ‘examConfig’ file)

Test Quiz with SEB 3.2 -

Attempts allowed: 1
This quiz opened at Sunday, 13 June 2021, 9:41 AM

This quiz has been configured so that students may only attempt it using the Safe Exam Browser.
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Figure 5: Download the configuration file

° Open SEBConfigTool (Can be found in path
<SEB_installation_folder>/Configuration).
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Figure 6: SEBConfig Tool

. Go to the “Config File” tab and click the “Open settings” button and choose
the previously downloaded ‘examConfig’ file from file explorer.
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Figure 7: Config File Tab - Open settings and choose the configuration file

o Once the settings are opened go to the “Exam” tab and copy the Browser
key.



If you have students who are using macOS based machines to do the exam, you

have to get this browser key for macOS also.

(For that you have to open the config file from SEBConfigTool in MacOS and get the

key.)

The Browser Exam Key and the Config Key allow to verfy diferent aspects of an exam. They both depend on
all configuration values defined for a file, .. they change whenever a configuration value changes. The keys
can be used independently from each other, but both are sent with every HTTP request f activated. Copy
key tothe accerding field in your quiz settings in the exam system having support for SEB 2.0 or ater buit in

IMPORTANT: Always copy the keyls) as a last step, after the canfiguration file was saved!
Use Browser Exam Key and Corfig Key

Browser Exam Key

The Browser Exam Key verfies the intergrty of an installed SEB version as well as the corfiguration used by
an exam client. This means that this key is different for every corfiguration and SEB version used. k changes
when one or mare corfiguration valus(s) change as well as when  differert SEB version is used
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The Config Key verfies that an exam cliert uses the comect configuration. This means that the key is differert
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Figure 8: Exam Tab and Browser Key




% SEB Configuration Tool - DACE\202 T\FEOAS\SEB\config.seb
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Browser Exam Key / Corfig Key

The Browser Exam Key and the Config Key allow to verfy different aspects of an exam. They both depend on
all corfiguration values defined for a file, i e. they change whenever a configuration value changes. The keys
can be used independently from each other. but both are sent with every HTTF request ff activated. Copy a
key to the according field in your quiz settings in the exam system having support for SEB 2.0 or later built in

IMPORTANT: Always copy the key(s) as a last step. after the configuration file was saved!

4] Use Browser Exam Key and Config Key

Browser Exam Key

The Browser Exam Key verfies the intergrity of an installed SEB version as well as the configuration used by
an exam client. This means that this key is different for every configuration and SEB version used. k changes
when one or more configuration value(s) change as well as when a different SEB version is used.
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Config Key

The Config Key verifies that an exam client uses the comect configuration. This means that the key is different
for every configuration (unless they have exactly the same values). k only changes when one or more
configuration value(s) change, imespective of the SEB version used.
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Reconfiguring Secure/Exam Session

Allow recorfiguring by loading an SEB config file (while using the client config or during an exam session). if
the running session is secure (has a quit password set), indicate the allowed URL of the new exam config in
Recorfiguing URL (wildeard character ™ can be used).
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Figure 9: Copy the Browser Key
o Open the Created quiz.

o Then, click the Settings button and select Edit settings.
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Figure 10: Edit settings

. In settings open Safe Exam Browser and paste the Windows and macOS
Browser keys



(Make sure to put a comma and keep a new line between 2 keys)
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Figure 11: Paste browser keys

° The final quiz settings for SEB will appear as follows
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Figure 12: Final Quiz Settings
° Save the quiz.

o Now the quiz is ready for the candidates.



